
As a student or staff member, you are bound by the Code of Conduct for Users of McGill Computing Facilities 

to take every reasonable step to protect the integrity and privacy of McGill systems and their data.

  

The Secretary-General is responsible for McGill's compliance with Quebec's Act respecting Access to 
documents held by public bodies and the protection of personal information, which governs access to 

documents and the protection of personal information. Student or staff records should only be accessed in 

support of legitimate administrative processes. The ability to access information does not imply permission 

to access it. Consult guidelines issued by the Registrar for student data; by the Associate Vice-Principal of 

Human Resources for staff data.

AN IT SECURITY TIP SHEET FOR STUDENTS AND STAFF 

1. Never reveal or share your McGill password 

or security question; refrain from writing 

them down for safekeeping 

2. Lock your computer or completely log off it 

whenever you leave your workstation; do not 

rely on it to lock on its own.3. Never store personal information about 

students or staff on your local drives; use 

network storage instead.4. To access your e-mail securely, use 

encryption.

7
Immediately report lost or stolen 

items like laptops, mobiles, USB keys and 

ID cards through the appropriate channels.

Verify the security of online payment 

systems you use.

8
Limit your printouts to information that is 

not sensitive.

9.
Secure your computers by checking for 

software updates each month — especially 

up-to-date antivirus software.

10.

5. E-mailing any kind of personal information 
must be done with prudence. 

6. Don't use USB keys, CDs or laptops 

for unencrypted McGill data. 

TEN TIPS FOR KEEPING 

INFORMATION SECURE.

Find about more about the ways you can promote information security at www.mcgill.ca/cio/security
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